
As the variety, velocity and sophistication of cyberattacks continue to increase 
organizations are faced with a challenge to have relevant context, skilled practitioners, 
and sophisticated technology to detect and respond to attacks. In a recent KPMG 
survey of companies in North and South America1, 83 percent of respondents say their 
companies have suffered at least one cyberattack over the past 12 months. Among 
North American companies, 84 percent of respondents say that cyber risk will grow.

As a cyber-security leader you understand that 
measures must be taken to continuously improve 
your organizations cyber resilience. The investments 
you have made in preventative controls have 
not prepared your organization for effective 
management of cyber risks nor remediation of 
sophisticated cyber-attacks.

The security landscape has become increasingly 
challenging and complex as advanced cyber-attacks 
bore a path through internal networks, exploiting 
multiple correlated vulnerabilities to critical assets to 

meet their objective. This multi-stage approach often 
leaves security teams guessing whether an attack 
is still occurring, leaving the adversary within their 
environment, allowing them to dwell and learn more 
on how to exfiltrate data and cause more damage 
through encryption and deletion of backup data.

Changes to current security practices are needed to 
defend the enterprise against these growing threats 
and challenges. Proactive threat hunting and analytics 
drive a deeper understanding of these attacks and 
how to design automated preventative actions.

Some common challenges facing cyber leaders

Demand for process 
excellence

CapEx/OpEx pressures

Risk of data breaches

Validation of 
compliance and 
regulatory controls

Lack of skilled talent

Growing threat 
landscape

Managed detection  
and response
Cyber security in real time, with skilled people

1  A triple threat across the Americas, the KPMG Fraud Outlook for 2022 
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Strategic technology solutions 
To address this urgent market need and shift cyber 
security operations from cost center to a business 
enabler, KPMG LLP (KPMG) has developed a 
Managed Detection and Response (MDR) Offering. 
This innovative solution enables us to create deep 
cyber insights for our clients, focusing on the 
ultimate unit of measure, reducing dwell time. 
Our solution is designed to provide the insights 
organizations need to reduce the damages and 
cost of a breach through rapid identification  
and adjusting controls to protect against  
future breaches.

Our cloud-native solution leverages KPMG- 
developed accelerators with Microsoft Sentinel 
to help maximize the utility of security analysts. 
Automating much of the Level One triage activity 
lowers false positives. It enriches Level Two to 
Level Three activities, thus allowing analysts to 
exercise their experience and depth in the domain 
while spending less time collecting insights.

Our tested approach

Strategy
Analyze current state; 
understand your 
business requirements

Design
Define the enablement 
strategy necessary to support 
your business needs

Transform
Apply leading technology and 
processes to realize a customized, 
outcome-based service

Deploy
Expand the security 
model throughout 
your business

Run
Evolve the security model 
over time to keep your 
business moving forward

KPMG and Microsoft: business led, technology enabled
The powerful combination of KPMG services and Microsoft technology can help organizations 
design, build, and operate a flexible yet tightly integrated cyber-defense solution.

People
Our respective cyber security teams 
include recognized industry leaders, 
highly experienced digital forensics 
analysts, threat hunters, and incident 
response professionals.

Experience
Both Microsoft and KPMG have 
supported a multitude of clients facing 
unique security challenges in complex 
and highly regulated industries around 
the world.

Tested approach
Using a tried and tested approach, 
Microsoft and KPMG professionals 
can help streamline your methodology 
and expedite your information security 
activities.

No matter where you are on your cyber 
security journey, KPMG can help you 
reach the destination.
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Potential benefits
Tailored Rapid Adoption
• Solutioning, architecting and activation  

of license

• Tool agnostic integration into  
client’s environment

• 30-day on-boarding accelerating 
consumption and ROI

• Develop an understanding of your unique 
business needs

• A premium, prompt and personalized 
approach to customer service, 
communication and support

Visibility 
• Consolidated ‘Single Pane of Glass’ view of 

an organization’s security posture 

• Custom client dashboards enabling greater 
potential value from your current security 
controls 

• Contextualization of insights for better 
decision making

Analytics
• Hundreds of prescriptive, action-oriented, 

automated, Logic Apps, analysis, templates, 

runbooks, playbooks, scripts, security 
analytical rules and threat models

• Dedicated hypothesis driven threat 
hunting

• Leverage telemetry data to increase 
operational efficiency

Scalability
• 24x7x365 Security Operations Center 

led management of alert spikes and 
major event investigations

• 2,000+ global security experts across 
most domains

Data Sovereignty 
• Built on the Microsoft suite utilizing 

Sentinel and Lighthouse

• 100% cloud native solution, so global 
data footprint consistently adheres to 
local regulations

• All work conducted in client tenant for 
complete transparency 

• All data remains resident in  
client environment
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Some or all of the services described herein may not be permissible 
for KPMG audit clients and their affiliates or related entities.

The information contained herein is of a general nature and is not intended to address the circumstances of any particular 
individual or entity. Although we endeavor to provide accurate and timely information, there can be no guarantee that such 
information is accurate as of the date it is received or that it will continue to be accurate in the future. No one should act 
upon such information without appropriate professional advice after a thorough examination of the particular situation.
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